Abstract: Physical-layer security in free-space optical communications channels can be compromised when an eavesdropper performs optical beam-splitting attacks over an atmospheric channel. Previous simulations have shown that Laguerre-Gaussian orbital angular momentum-carrying beams can provide higher secrecy capacities compared to that of ordinary Gaussian beams. In this paper, we determine if Bessel-Gaussian beams can provide further improvement over their corresponding Laguerre-Gaussian counterparts. Using computer simulations and experiments with spatial light modulators, an increase in secrecy capacity of 10 to 30 bits/sec/Hz in the weak to medium turbulence regimes is demonstrated. This verifies that Bessel-Gaussian beams have more resiliency to atmospheric turbulence effects than Laguerre-Gaussian beams. Furthermore, research on optimizing the quality of these beams can help to realize a practical system for more secure communications.
Employing Bessel-Gaussian Beams to
Improve Physical-Layer Security in Free-Space Optical Communications
Introduction
While free-space optical (FSO) communications can leverage the highly directional nature of laser beams it is still susceptible to optical tapping when an eavesdropper places an intercepting beamsplitter along the line-of-sight path between the transmitter and receiver. Thus physical-layer security (PLS) remains an important consideration when designing FSO systems. The problem scenario involves the transmitter (Alice) sending information to the intended receiver (Bob) over a classical FSO link while an eavesdropper (Eve) situated in between them attempts to extract the information over the optical channel. Details regarding this conceptual model along with information-theoretic secrecy capacity formulas were presented in [1] where the boundary cases of Eve being located near Alice and near Bob were highlighted. Because the channel is optical, the impact of atmospheric turbulence on an information-carrying laser beam is of major concern. Beam propagation simulations through atmospheric turbulence using various orders of Laguerre-Gaussian (LG) orbital angular momentum (OAM) beams were recently performed in [2] where aggregate secrecy capacities for PLS were calculated for several turbulence strengths to show improved performance over ordinary Gaussian beams. An older comprehensive study that numerically simulated the propagation of LG modes in an optical channel and quantified the OAM crosstalk versus turbulence strength [3] is also very relevant in the context of PLS. Using these results as background, numerical simulations and experiments with spatial light modulators were performed to determine if Bessel-Gaussian (BS) OAM beams can be used to further improve PLS secrecy capacities. The procedure involved comparing the propagation of several orders of BS and LG modes under various turbulence conditions, generating crosstalk matrices, and calculating the corresponding secrecy capacity values from the saved data. Physical layer security in a wireless channel and spatial multiplexing of OAM modes to increase data rate are separate topics that have been widely studied. Because [1] had established the theoretical basis for PLS in an optical channel and [2] had provided simulations employing LG OAM modes for that purpose, those papers have brought together the possibility of realizing PLS using OAM modes which serves as the motivation for this work. The focus of this paper is on computing secrecy capacity for BS and LG modes as a function of turbulence strength and studying the fundamental limitations. Nonetheless there are other PLS approaches which fall under the umbrella of research ideas that are actively being pursued for PLS in a FSO link. A hybrid FSO system employing OAM beams and THz modes has been proposed to enable adaptivity to various weather and channel conditions [4] . Fiber Bragg gratings have been promoted as a physically secure encryption and decryption mechanism for messages sent over a FSO channel [5] . In the realm of classical cryptographic key generation for PLS, experiments have been performed where optical keys have been generated from within the turbulence channel itself [6] . All of these approaches have the common goal of finding ways to increase secure key rates and transmission distances and to realize a practical system for more secure communications.
The paper is organized as follows. Section II motivates the use of Bessel-Gaussian beams for PLS. Section III outlines the secrecy capacity formulas and presents results from beam propagation simulations. Section IV describes the laboratory setup and presents the experimental results. Section V mentions optical components and some aspects of practical implementation. Finally, Section VI gives the conclusion.
Bessel-Gaussian Beams for Physical-Layer Security
The idea of using OAM modes for FSO originates from the fact that they mathematically form an orthogonal basis set and can conceivably be leveraged for a wide variety of applications in multidimensional spatial modulation and multiplexing [4] , [7] . In an ideal homogeneous medium the vorticity of OAM modes is preserved as they propagate and their wavefronts remain orthogonal even after undergoing diffraction. However in an atmospheric turbulence channel their orthogonality is no longer preserved due to fading and time-varying refractive index fluctuations that cause intensity scintillations in the beam profiles. This leads to inter-modal crosstalk as the power gets transferred from the transmitted mode to its neighbors. An intriguing possibility for FSO links that's been considered for quite some time has been to communicate using Bessel beams. In addition to forming orthogonal solutions to the free-space Helmholtz equation these beams also have the property of being non-diffracting for extremely long distances and self-regenerating if partially blocked by obstructions along their propagation axis [8] . However theoretical Bessel beams contain an infinite number of nearly equal energy rings and by definition they have an infinite energy. Thus the physically realizable analog to the Bessel beam is the Bessel-Gaussian beam which has minimal diffraction as it propagates over a finite depth of focus distance. Experimental demonstrations of this promising property being harnessed for use in transmitting data over an FSO channel were reported in [9] , [10] . However the robustness of BS beams remains tenuous and very much depends on the nature of the obstructions that the beams encounter. While it's known that these beams can still regenerate when clipped by a discrete point object blocking a small section of their wavefront, simulation studies have indicated that they cannot overcome strong turbulence-induced phase changes that distort their entire profile [11] . Nonetheless under certain scenarios such as a weak to medium turbulence channel of distance on the order of 1 km it's possible to create BS beams that can propagate intact.
Definitions and Beam Propagation Simulations

Secrecy Capacity Formulas
Secrecy capacity is the highest data capacity at which Eve cannot obtain information transmitted from Alice to Bob. In the PLS scenario the quantities used to calculate secrecy capacity are the capacity from Alice to Bob (C A B ) and the capacity from Alice to Eve for the boundary cases of Eve being near the transmitter (C A E ,Tx ) and near the receiver (C A E ,Rx ). This in turn gives the two limits of secrecy capacity: transmitter capacity defined as C S,Tx = C A B -C A E ,Tx (bits/sec/Hz) and receiver capacity defined as C S,Rx = C A B -C A E ,Rx (bits/sec/Hz). Eq. (1) through Eq. (4) outline the calculation of these limits from beam propagation of individual OAM modes through a turbulence channel. For simplicity it's assumed that Eve's beam-splitter can covertly extract a small fraction (1%) of the transmitted power and has adequately large diameter to collect that power over the entire area of the transmitted beam. The worst-case scenario of Eve having perfect detection efficiency is also assumed and thus the calculations using these formulas result in lower bound values. The notation is such that P Tx is the power transmitted by Alice, P b is the power received by Bob (γ b being Bob's SNR), and P e is the power received by Eve (γ e being Eve's SNR and r e being the fraction that's extracted). The total noise power (N ) has contributions from both the crosstalk noise and the background noise (N 0 ). P Tx is chosen to be 20 dB higher than N 0 . The complex electric field of an OAM mode in Cartesian coordinates is represented by u n (x, y, z) and η nm denotes the channel efficiency values which populate the elements of the n × m channel crosstalk matrix.
Because the secrecy capacity formula for an individual mode increases only logarithmically it's common to calculate aggregate secrecy capacity tallied over an entire set of modes. This performance metric is used because a practical FSO system would have the capability to spatially multiplex multiple modes for transmission. Following this convention the C S values from individual TABLE 1 Beam Propagation Simulation Parameters beams propagating through the channel are summed to obtain the aggregate C S . It's also important to note that channel capacity must be a non-negative quantity so C S is reported only when γ b is greater than γ e and is set to 0 otherwise.
Simulation Parameters
In this paper the FFT split-step beam propagation method [12] is used for FSO simulations. Table 1 lists the main simulation parameters. For simulating OAM beam propagation, a square grid with a side length of 512 mm and 1024 pixels is specified. The total beam propagation distance is 1 km and is split into 10 equal steps of 100 m. The initial beam waist is nominally taken to be 50 mm which is a realistic choice for the output of a FSO expanding telescope. But more importantly, at a wavelength of 1550 nm, the resulting Rayleigh range for a Gaussian beam is approximately 5 km and this ensures that the beam stays collimated over the 1 km FSO link. Note that higher order modes for LG beams have diameters that scale in proportion to the square root of the OAM order and higher order modes for BS beams have inner ring diameters which also grow with the order. To model atmospheric turbulence, phase screens were created based on the Andrews modified atmospheric power spectral density [13] with inner and outer scales of 1 mm and 20 m respectively. Their turbulence strength is characterized by the refractive index structure parameter (C 2 n ) with values ranging from 10 −17 to 10
Simulation Results
The simulations propagated individual BS and LG orders from −15 to +15 one at a time over a 1 km turbulence channel of varying strengths. The equal channel power paradigm is assumed in which individual modes are launched at their own power levels rather than proportionally attenuated to satisfy a fixed system power constraint. Monte Carlo trials were done for C 2 n values from the weak to strong turbulence regimes with each value specifically chosen to facilitate the plotting of the C 2 n points on a semi-logarithmic horizontal scale. Fig. 1 shows the simulated intensity profiles for several of the OAM modes after traveling through a strong turbulence channel. The complex electric field values at the final step were stored so that the channel crosstalk matrices could be generated by pair-wise computation of overlap integrals between the modal electric fields (Eq. (1)). Propagation of individual BS and LG orders through vacuum was also performed to serve as the conjugated reference beam for this overlap integral calculation.
Crosstalk matrices are arranged so that each row is designated to a particular transmitted order and every column element along that row contains the value from the overlap integral with the corresponding reference mode. An identity matrix would refer to the ideal case where no channel crosstalk occurs. In the presence of turbulence the wavefront is distorted leading to power leakage from the diagonal cells of the matrix to neighboring cells in the same row. Fig. 2 contains crosstalk matrices ordered by increasing turbulence strength for several C 2 n values. A visual inspection of these matrices revealed slightly more power leakage among the LG modes than among the BS modes for C 2 n values below 10 −15 m −2/3 . Above that value the matrices for both BS and LG modes are mostly dispersed with no obvious structure along the main diagonal. To quantify the modal crosstalk the aggregate secrecy capacity is calculated over the entire set of modes using the informationtheoretic security formulas. The secrecy capacities when considering Eve to be near the transmitter and near the receiver are shown in Fig. 3 . Consistent with expectations the aggregate C S values decrease with increasing turbulence strength. For reference, the maximum possible aggregate secrecy capacity is 175 bits/sec/Hz when using consecutive orders from −15 to +15 in a perfect channel having no crosstalk regardless of whether Eve is on the transmit or receive sides.
Comparing the data points in the BS and LG curves it's apparent that the C S values are typically higher by 10 to 30 bits/sec/Hz when using BS beams. This indicates better PLS performance when using BS beams than when using LG beams. However this improvement is mostly negated in strong turbulence when the C 2 n value is above 10 −15 m −2/3 . Under these channel conditions the capacity already reaches 0 if Eve is located near the transmitter and rapidly approaches 0 bits/sec/Hz if Eve is located near the receiver. 
Experiments With Spatial Light Modulators
To corroborate the improved PLS provided by BS beams over LG beams and to compare their secrecy capacity performance in the laboratory, a tabletop experiment was designed using spatial light modulators (SLM) to generate and detect OAM modes and to emulate a turbulence channel. In order to be realizable on an optical table the diameter of the laser beam and the total propagation distance in the setup had to be at least an order of magnitude smaller than those of the simulations. Also the limited depth of focus over which BS beams could maintain minimal diffraction as well as the fact that LG beams would expand had to be taken into account in the experimental design.
Experimental Setup
The SLMs used in the experiment are the Holoeye PLUTO-TELCO-013 reflective phase-only SLMs with 1920 × 1080 pixels (15.36 mm × 8.64 mm active area) and 8 μm pixel pitch. The laser diode source is the AC Photonics LDLS-02 whose output is passed through a polarizer (POL) (Thorlabs LPNIR050-MP2) to establish a linear polarization state which can then be rotated by a half-wave plate (HWP) (Thorlabs WPH10M-1550) into alignment along the SLM display axis. Operating at a wavelength of 1550 nm the SLMs have >80% reflectivity and a maximum diffraction efficiency of 85%. Thus when creating phase patterns for the SLM to generate OAM beams it was unnecessary to make superposition fork phase patterns since the undiffracted 0th order was not noticeable and the standard OAM phase patterns could be used directly. For BS modes the generated orders from −5 to +5 are considered and for LG modes, with the radial order set to 0, the generated azimuthal orders from −5 to +5 are considered. LG modes were created by loading a spiral phase pattern onto the SLM with the number of 0 to 2π phase crossings corresponding to the order of the mode. BS modes were created by loading the same spiral phase patterns superimposed with a blazed axicon phase pattern. Examples of the resulting OAM phase patterns are shown in Fig. 4 .
The experiment consisted of two configurations for testing with and without emulated turbulence. Fig. 5 shows a back-to-back configuration without turbulence to verify the generation and detection of OAM modes using the Gaussian beam output from the laser (approximately 2.5 mm in diameter). The HWP is used to adjust the polarization incident onto the transmit SLM to produce the best quality OAM mode. Referring to Fig. 4 the higher order BS modes can be made to have finer or coarser resolution in terms of the size of their central dark spot and the width of their outer rings by changing the periodicity of the spiral phase pattern and adjusting the beam waist accordingly. For a given beam diameter the finer resolution modes will have a shorter depth of focus than their coarser counterparts. Because there is only 400 mm of tabletop propagation distance between transmit and receive SLMs the finer resolution was used. In order to detect OAM modes with the receive SLM the conjugate mode sorting technique [14] was used with a long shallow focusing lens of f = 400 mm focusing the light into a Point Grey CMLN-13S2M-CS phosphor-coated CCD camera in the far field. Because the beam reflects from steering mirrors prior to the receive SLM another HWP is needed to re-adjust the slightly degraded polarization. Thumbnails of the camera images arranged in an array resembling that of a crosstalk matrix are shown in Fig. 6 . When there are no turbulence-induced beam distortions the detection using the correct matching mode should result in a focused spot in the far field while the detection using incorrect modes should produce rings or other types of structures with fading intensity as the modes become more mismatched. This expected behavior is indeed shown in Fig. 6 .
The diagram of the full experiment in Fig. 7 shows the incorporation of one additional SLM to emulate a 1 km turbulence channel. Note there is no HWP in front of the turbulence SLM because it only imparts a random phase and is not used to generate structured OAM phase patterns. In order to impart the desired amount of turbulence onto the OAM beam the layout is designed for the beam from the transmit SLM to make a double pass reflection from the turbulence SLM. Previous experiments have shown that a single reflection from a SLM containing turbulent phase does not produce adequate distortion to the beam and a minimum of two reflections are needed [15] . While this additional reflection from the surface of a SLM results in extra channel attenuation it ultimately does not impact the data analysis. To accommodate this geometry the tabletop distance between transmit and receive SLMs was lengthened to 1600 mm, which is four times longer than in the back-to-back setup. This necessitated the use of the coarser resolution BS modes and a longer depth of focus. The setup was modified so that the original Gaussian beam from the laser would pass through a beam expander to double its diameter to 5 mm. In addition a pinhole spatial filter was also installed to improve the wavefront quality before it reached the transmit SLM.
To synthesize the turbulence channel conditions, 500 random phase screens based on the Andrews modified atmospheric power spectral density [13] were created and arranged into a continuously looping video at a frame rate of 60 Hz. The channel C 2 n was characterized by capturing a series of camera images of an ordinary Gaussian beam distorted by this additional SLM and doing a curve fit of the intensity values through its centroid to the gamma-gamma probability density function formula from the scintillation model of Al-Habash [16] . Three different C 2 n conditions were characterized and plotted in Fig. 8 along with their corresponding Rytov variance (σ 2 R ) calculated for 1 km. Fig. 9 shows examples of the distorted beam profiles for BS and LG modes taken at 800 mm or roughly half way in between the transmit and receive SLMs. Measurement of the beam diameter with the camera placed just before the receive SLM verified that the BS beams remained the same diameter but also observed the LG beam diameters increase by a factor of 2.5. 
Experimental Results
Once again conjugate mode sorting was done albeit with a shorter f = 125 mm lens focusing the light into the camera. The results are compiled in Fig. 10 for BS and Fig. 11 for LG mode detection of orders −5 to +5 for C 2 n = 10 −14 m −2/3 turbulence. As the turbulence movies looped in real-time the far field footprints warped and flickered on the camera due to the beam intensity scintillation. Because of this the data acquisition had to involve collecting a 100 frame sequence of images for each entry of the crosstalk matrix and integrating the frames. A visual survey of the BS matrix showed that the beam footprints on the diagonal entries are more intense compared to their neighbors with the color fading significantly towards the far off-diagonals while those in the LG matrix are less intense compared to their neighbors and have less fading towards the far off-diagonals. In each of the thumbnails a blue circle is overlaid on the integrated far field footprint. The location of the circle is centered on the maximum pixel value of each diagonal thumbnail (which corresponds to the correct matching mode detection) and copies are then stamped across the rest of the row. Doing this is meant to mimic the aperture of a hypothetical fiber coupling stage which focuses in the full experiment. The thumbnails are not explicitly labeled but the transmitted orders are arranged along the rows and the reference orders along the columns following Fig. 2 .
the light into a single mode fiber. The flickering of the camera image would then be analogous to misalignment perturbations into the fiber coupling lens which causes fluctuations in the received power during data transmission over that particular spatial channel. Therefore summing over the pixel values within the blue circles leads to a qualitative estimate of the channel crosstalk based on power distribution. Table 2 shows the secrecy capacity values calculated from the crosstalk matrices in Fig. 12 for the three turbulence conditions generated in the experiment. For reference, the maximum possible aggregate secrecy capacity is 62 bits/sec/Hz when using consecutive orders from −5 to +5 in a perfect channel having no crosstalk regardless of whether Eve is on the transmit or receive sides. The values in the table show that the BS modes consistently yielded a relative increase over their LG counterparts by roughly 10 bits/sec/Hz and thus the experimental results corroborate the conclusion from the simulations that using BS beams improves the PLS performance.
One caveat in regards to the turbulence strengths measured in the experiment is that it's challenging to accurately generate very weak turbulence conditions using the SLM due to its finite phase resolution. On the other hand, although the phase screens were nominally designed to produce strong turbulence, the fact that the tabletop propagation distance is at least an order of magnitude smaller than the 1 km channel has reduced the turbulence strength as well. In this case the secrecy capacity values reported in Table 2 most likely represent that of an effectively weaker turbulence channel which might explain why their values are higher than expected. Furthermore while it wasn't possible to generate a wider range of turbulence conditions with this setup, there is evidence that the secrecy capacity values can extrapolate in a similar manner as the simulation results.
Practical Implementation Considerations
SLMs in a laboratory setup are indeed useful for proof-of-principle demonstrations with OAM modes for FSO. However their sensitivity to misalignment, polarization mismatch, and finite pixel size will yield imperfect OAM phase patterns that are not precisely orthogonal to one another. This can induce background inter-modal crosstalk which adds to the crosstalk caused by turbulence. Development of optical technology to optimize the BS beam quality to achieve better visibility and contrast will undoubtedly help to improve system performance. Precision fabrication of integrated diffractive optics such as phase plates [17] can provide a more practical alternative to SLMs.
Techniques to create higher-order BS beams should also be leveraged. These include illuminating a refractive optic such as an axicon with Gaussian or LG beams [18] and illuminating a ring-slit aperture with a beam containing azimuthally varying phase to generate a superposition of higherorder BS modes [19] .
For potential transmission of data using BS beams, a FSO communication system can improve its bit error rate performance by using forward error correction [20] , [21] . If the system is designed to transmit a superposition of modes, a spatial multiplexing configuration using non-consecutive modes can minimize the crosstalk and maintain the secrecy capacity advantage [2] . Finally, adaptive optics and algorithms can also be used to mitigate crosstalk by correcting the wavefront of OAM beams [22] .
Conclusion
In this paper both numerical simulations and experiments with spatial light modulators were used to determine that BS beams can indeed provide higher secrecy capacities over corresponding LG counterparts in the weak to medium turbulence regimes because of their higher resiliency to turbulence effects. By propagating several orders of BS and LG modes through atmospheric turbulence and generating crosstalk matrices from those results, an increase in secrecy capacity of 10 to 30 bits/sec/Hz was calculated. Secrecy capacity is the highest data capacity at which Eve cannot obtain information transmitted from Alice to Bob and spatial multiplexing of OAM modes allows for aggregation of that quantity to levels beyond what is achievable with a single Gaussian mode. Because the most practical scenario for physical-layer security considerations involves the transmitter and receiver being aligned to maximize the received power and the eavesdropper being situated near the receiver and splitting off less than 1% of that power, the presence of strong turbulence in the channel actually helps to improve secrecy capacities. Indeed both the simulation and experimental results in this paper have shown that C S,Rx values are still positive even after C S,Tx values have reached zero in the strong turbulence regime. This indicates that using OAM modes also provides the advantage of being able to exploit turbulence to potentially achieve relative gains in secrecy capacity over eavesdropping. Whether or not a positive secrecy capacity can be maintained is an indicator of situations under which physical-layer security is either preserved or compromised. Implementation of diffractive optics technology to optimize the beam quality can potentially result in a practical system. But for now the future work to convert the experimental setup into a data transmission system will allow for the measurement of bit error rate curves and the estimation of the data rate that is extracted by an eavesdropper.
